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ABSTRACT 
Cloud computing is a term that used to provide hosting services on internet and as a next-generation IT 

architecture is anticipated and that a great potential to improve productivity and offers decreasing of costs. 
And the applications and databases moved towards the driven large data center.  However, the security 

issue has become one of the biggest challenges of cloud computing, so that the future of cloud computing 

depends on security solutions for the management of users and providers of cloud computing services. 
Many methods have been proposed so far to secure, to enhance security in cloud computing services to 

the revision of the different layers. By taking advantage of the secure process, can take many cloud 

services with confidence and without fear, and even operating systems and applications presented. In this 

article we have discussed various aspects of security in cloud computing and security challenges of the 
cloud computing and classification and a fairly comprehensive look at the types of attacks and threats of 

the cloud computing and finally we have provided the possible solutions for the security of cloud 

computing. 
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INTRODUCTION 
According to the improvements of the field of information technology many methods for the distribution 
of resources and the development of data, such as data clustering, grid computing and distributed database 

management systems was provided. Today, cloud computing is an emerging mechanism for computing 

high-level storage system that the  clouds earns the costs from their users based on resource using rate and 
tenants their services to their customers. In totally could considered as a combination of existing 

technologies, distributed systems, multi-processing, virtualization technologies and the networks based on 

distributed data storages. The most accepted definition obtained by the National Institute of Standards and 

Technology (NIST) that is presented the definition of "Cloud computing is a model to providing user on 
demand and easy access through the network to the collection of configurable and changeable computing 

resources such as, networks, servers, storage resources, applications and services that this access can be 

quickly provided or delivered whit less need to resource managements or requirement to the direct 
involvement of the service provider". Cloud, facilitates installation, commissioning, maintenance and 

operation of IT systems, and reduces the costs, whit increasing their efficiency and reliability.  

Cloud computing providers to either act; they are able to offer their applications by enabling their virtual 
machine, or access to virtual machines as they provide as a services that can be available to the other 

companies. The use of virtual machines significantly decreases the challenge of need to the physical 

resources. Cloud eliminates incompatibility between the formats and can be trust to the cloud for data 

storage. 

Cloud Computing Comparing whit Grid Computing 

Often the "Grid computing " to be confused with cloud computing, in a simple definition, we can say grid 

computing provides the ability of using of connect to the network systems resources and create a major 
source of services and facilities to create a strong central that can be able to do very complicated 

operation; so whit the user's perspective, the operations can be done only by a system. In grid computing, 

computational resources simultaneously, only be used to perform an operation. Thus it can be said grid 
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computing and cloud computing, have no direct relationship; but each of them acts in a different way. In 

fact, in the Grid computing, a large project is divided among multiple computers resources that to be used, 

but cloud computing does exactly the opposite, so that several smaller programs are allowed to run 
simultaneously; it means that using the cloud can help to create grid computing, but using the grid 

computing we could not be reached to the cloud computing.  

The key to efficiency and cost-effectiveness of the cloud services is in the sharing of hardware and since 
the thousands of several customers uses the same hardware in the large scales, any failure and attacks to 

the system can be devastating to a lot of users. 

Basic Features of Cloud Computing Model 

On-demand Self-service 
Customer can unilaterally computing capabilities, such as server and network storage, without human 

interaction can achieved whit service provider. 

The Network Access Everywhere 
Capabilities are available over the network and the access through standard mechanisms platform or the 

platform is consistent with the client. 

Independent Sources from Location 
Computing resources provider serves all clients using multi-propose model with different physical and 

virtual resources that dynamically to be consistent whit the customer requirements. Generally customers 

have no awareness about the accurate location of the provider of resources.  Example of those resources 

includes storing the process of memory of bandwidth of the virtual machine network. 
Fast Flexibility 

The abilities can be upgraded quickly and with flexible form or can be quickly reduced. The access to the 

abilities are unlimited and depend on amount of requirements can be purchased on the special time. 
Pay for Use 

The cost of abilities using of the service rate models bills based on awareness will be paid until increases 

the efficiency of use of that resource. 

Fault Tolerant 
Because the data processing is done in the virtual space certainly the physical errors that in the normal 

cases have maximum damages on the calculation, will not effects on the cloud computing. In addition, 

because of the using of the thousands of systems in the cloud, the software error will not be occurs. 
Virtualization 

All calculation occurs in the cloud and in the virtual space so providers of cloud computing services uses 

the virtual machines. 
The Platform Independence 

The calculation is done in the cloud independent of the specific contexts of physical and software 

Service Continuity 

Service is not limited to a one system so it is also carried out, as long as the cloud service. 
Reliability 

This aspect of the characteristics of cloud computing servers depend on the nature and if the cloud 

provider is reliable cloud computing also can be assured. 

Elements of Cloud Computing 

When the cloud appeared debate over how to describe it as a calculation model was established. 

11 Models of the districts of the core technology of cloud computing will explain below: 
1- Saving as a service 

2-Database as a service 

3-Knowledge as a service  

4- Process as a service  
5-Application as a service 

6-Platform as a service 

7- Integration as a service 
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8- Security as a service 

9- State management as a service 

10- Testing as a service 
11- Infrastructure as a service 

Architecture and Service Models 

Cloud architecture is primarily a multitenancy service-oriented architecture. This model separates in two 
districts of the consumers as Front- end and the cloud providers as Back-end that provides the consumer 

service. There are three main and common services in the cloud computing: 

A - Software as a Service (SaaS) 

In the top layer of the cloud the applications and software's will be provided to the users. This service 
depends on the user's request, will be provided individual processing of an application that runs in the 

cloud environment and can simultaneously service to the multiple end user's. To access to these services 

can be done through web services and web browsers. The software update will only need to upgrade the 
server software. The biggest advantages of this service, is that the user ongoing access to the software 

from anywhere, via the internet platform. Examples of software delivered as a cloud service 

includes Google Apps Online Photoshop, Sales force, Google Docs and (customer relationship 
management) CRM (Enterprise Resource Planning) ERP and accounting. 

B- Platform as a Service (PaaS) 

Middle layer or platform as a service, is the hosted in different environments that the hardware resources 

such as virtual machines that the operating system and user software's can be loaded onto them. Using 
this service customer has the ability of locating of her purchased software or her made software on the 

bed of cloud and control, test or changes it. Also the providing companies of these services, provides the 

software development kits to create the suitable platform of programming to the customers. In this case 
the only constraint of the customer is that he could not monitor the underlying infrastructure, networks or 

servers.  

Customer does not control the base infrastructure or operating system but he controls the establishment 

and implementation of personal software's, using this service there is no need to purchase the exclusive 
and expensive provider service. The Google company, are offered samples of this service by its App 

Engine. Also Microsoft recently has been introduced her Azure Platform as a platform of the cloud 

computing. 
C- Infrastructure as a Service (IaaS) 

In this service that placed at the lowest level, which is called Infrastructure as a Service and CPU, 

memory and hardware components are provided. This service whit the providing of the processing power, 
network, storage and base compute resources, destroys the customers need to purchase hardware and 

networking equipment's. Thus the user is able to put her operating system or her mentioned software on 

the cloud infrastructure, process it or use them. It should be noted that in this service the user has more 

control over the infrastructure. The most popular types of these services that can be mentioned 
are Dropbox, Amazon EC2, Groupon. The customer does not control the basic infrastructure but usually 

can launch to setup virtual machines with a choice of operating systems that are managed by him. 

Types of Clouds 
The main types of cloud models include: 

A-The Public Cloud 

The provider is responsible for its owned public cloud services and resources that are sold to the public. 
In the public clouds, the provider, sole the cloud services to the multiple users or tenants who are 

unrelated to each other. The user gives fully security of data, applications and systems to the supplier and 

controlling the activities of the protection of information is very low or is absent. In the public cloud 

computing resources dynamically supplied via the internet and web-based applications or services. Public 
clouds are run by companies offering cloud services and different applications of users on the cloud 

servers, storage systems and networks are combined. Amazon, Google and Microsoft are examples of the 

public cloud providers. 
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B-The Private Cloud 

The ownership of private cloud is assumed to an organization or in the rent of it and refers to private 

cloud networks. When the provider provides a service for a specific user or is owned whit that user, the 
cloud is private; in most cases, the user is also a cloud service provider ( possibly for their customers ). In 

a private cloud user more control over the activities of the protection of information. Private clouds whit 

the exclusive use of specific clients, has complete control over the data, and increases the security and 
quality of service. The private clouds can be created and managed by the self of organization, company or 

the cloud provider.  

In fact, the private clouds, is accessible only from behind the firewall. Any organization that wants to 

transfer the infrastructure to the cloud must be able to provide a safe environment for interacting with 
data, so that information is only available to certain people and certain employees to be exposed. The 

private cloud that given this need, is the space that available to the agency. In this case, instead of the high 

costs for the purchase, installation and maintenance of your computing activities, take advantage of the 
private cloud and in fact just the cost of much computing powers needed.  An example of the private 

cloud models, are the use of commercial software applications that contains sensitive information that is 

critical to the organization applications. 
C- The Group Cloud 

Is similar to the private cloud and it is considered to a cloud between public and private models, the 

difference is that cloud resources to be shares data between members of a group or several private 

organizations, the establishment is both models have advantages and risks; public cloud is like a tenancy 
but unlike the renters are interrelated. Users need to share the data protection and other activities based on 

the needs of users are formed. Also, a cloud can be performed by 3
rd

 parties, an example of a super group, 

is the Media Cloud in which developed by Siemens. 
D-The Hybrid Cloud 

A hybrid clouds, is a combination of two or more infrastructure and deployment model and control 

mechanisms to ensure that it can run more minor; Hybrid clouds, have the complexity of distributed 

applications that are on public and private clouds. In other words, a combination of several cloud 
infrastructure (Public, Private or group) be formed each of these clouds may be caused by a provider, and 

all the clouds together to create a hybrid cloud. The main objective is to allocate additional resources to 

the demands of a hybrid cloud top, for example, the possible migration of some of the duties of private 
cloud to public cloud noted. An example would be sensitive and proprietary data to the host's private 

clouds and the projects that are related to the customers group as a cloud service. 

The Cloud Security 
The issue of security in the cloud is the one of things that all three layers of cloud, users, providers and 

third parties are involved. Security problems are considered as a major obstacle to users of cloud 

computing systems. When an organization puts your data in the cloud, Data owner (tenant) within the 

organization and the data custodian (supplier) is in the outside of the organization and this is creates a 
challenge for data access control. Security threats on cloud users are classified into two categories: 

internal threats and external threats (Muhammad et al., 2014).  

External threats, including threats of large data centers that the security concerns among cloud users and 
providers (have been considered as a third party) in the software ensure safe as possible. Cloud Security 

officials expressed in three different layers at the application layer, so that the service provider is 

responsible for physical security and the firewall has the task of implementing foreign policy. The 
platform layer of security as a service user and service provider both contributed. At the lowest layer of 

the infrastructure as a service user is the greatest responsibility. In addition to external security issues, 

cloud has some issues related to internal security that is where users must be protected against attacks 

from each other. 

Cloud Computing Security Threats 

In the following the known security threats in the cloud computing, including the National Institute of 

Standards and Technology (NIST)  that has been introduced will be discussed. 
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Abuse of the Cloud 

One of the most important threats to the well-known clouds is abuse through the expansion of botnets and 

malicious code injections (Malware-Injection). An attacker would have no way to influence the public 
cloud and thousands of malicious code on your computer load. This type of spoofing threats is also called 

metadata threats (Meta-Data Spoofing). Cloud systems are executed based on user requests authentication 

and identification. If the content of server-side application server must request the timing is great. If the 
attacker is able to attack the user that sent the request to the server, it should be waits to scheduling to the 

request that is not produced whit him.  

Here's the important issue is to maintain the integrity of the data. Data integrity is insurance to the data 

changes, allowed in the response of authorized transactions. For example, if the customer is responsible 
for the construction and validation queries that server runs them, while an anonymous user can always 

change the code, this means that an intruder can read, change, or delete the data. This will disturb the 

integrity of the data. The solution proposed by the National Institute of Standards and Technology NIST 
to this threat is: 

A - Initial registration and validation process. 

B- Common network client introspection. 
As a solution when the user account from cloud service providers to account for the provider the end-user 

in a virtual machine image from a video source cloud system can be built it to the user. However, due to 

the difficulty of attacking the infrastructure layer as a service to the attacker, the integration should be 

implemented in the virtual machine. Using the file allocation table it can be able to found in the user 
program running. History of the user and the running applications before it can be identified. It should be 

noted that before scheduling requests integrity control is done through the file allocation table. 

Insecure Application Interface 
User interface applications, that communicate directly with the users, need authentication, access control 

and encryption mechanisms for monitoring activities. Privacy Access Control immediately, cloud 

computing is one of the most significant security concerns; especially when applications and data are 

hosted on a public cloud. When multiple tenants are supported by a cloud, the event of a breach of any 
access control need not be restricted to a single tenant. Applications may be connected together in a cloud 

communications and make it possible unwanted and unauthorized access. When data and systems in a 

shared hosting environment data access control, privacy, and separate dedicated of data is necessary (area 
classification). Providers are required to document the implementation of the "Chinese walls to prevent 

conflicts of interest" that proposed by Brewer and Nash show. These data suggest a model tenant before 

the tenant who is known as its rival taken out of range. 
In such circumstances, access control lists to restrict access to information should be included. 

To prevent abuse, the system is in need of retrofitting. If the system is not designed with security vision 

solutions once authentication mechanism could not be certain. It is expected that customers have 

confidence in the security provider. For large businesses to provide security is very critical way that must 
be done correctly. The solution proposed by the National Institute of Standards and Technology NIST to 

this threat is: 

A - Writing and analyzing security model interfaces taking. 
B- Ensure strong authentication and access control 

C - Understand the dependency chain associated with the API 

Malicious Insiders 
Users who use the cloud, have permission to awards about the cloud service providers, transparency in the 

provision of services is one of the users permissions who use the cloud. Since data leakage prevention 

strategies for maintaining the confidentiality and privacy of their users and providers of cloud services is a 

desirable goal, their responsibilities towards user increases. It is clear when large data processing in cloud 
needs, there is no effective mechanism to do, so it is done without the permission of cloud service 

providers have access to the raw data. Pearson and his colleagues pointed out that Lack of adequate 

transparency in the clouds, prevents users from using the benefits. Pearson argues that the main 
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component responsible for cloud service providers, accessibility, transparency, responsiveness, assurance 

and loyalty to the compensation is possible. He also expressed the need to develop mechanisms to 

implement security policies to prevent undesirable events. To realize the potential of cloud service 
providers to respond by re-engineering of services, mechanisms for coordination with legal, technical 

processes is required. The solution proposed by the National Institute of Standards and Technology NIST 

to this threat is: 
A - The strict implementation of supply chain management and resource assessment. 

B- To ensure the needs of human resources as part of a legal contract. 

C - Transparency and reporting of information security and security practices. 

Transparent Cloud Protection System (TCPS1) is a protection system of cloud that has been developed to 
monitor the integrity of the components of the cloud. Transparent cloud protection system to protect the 

integrity of the guest virtual machines is considered. Cloud protection is a transparent system firmware 

Located between the core and virtualization layer. Actively or non-actively the core monitoring key or 
components of cloud can be any modification or possibility to discover of the core code. So the bond of 

the integration between the core and the cloud is not the risk and therefore the system is not made any 

aggressive attacker. All modules of TCPS to access the virtual machine guest host on recently. All of the 
guests will be recorded by the interceptor. 

Benefits: This system has been implemented on firmware and is effective in detecting different kinds of 

attacks and also provides transparent virtual machine. 

Shared Vulnerabilities Technology 
Infrastructure sharing is the way that cloud computing provides. Cloud computing is the sharing of data in 

the cloud storage on unreliable sources used which can take two important results: 

A- Single data owners to manage their IT infrastructure, so they need a mechanism to civic the 
implementation of security policies to ensure the confidentiality and integrity of data in order to create 

balance. 

B - Cloud service providers have additional privileges, which allows them greater control and the ability 

of manipulates user's data and its systems. 
The solution proposed by the National Institute of Standards and Technology NIST to this threat is: 

A - Implementation of security is the best way to install or configure. 

B- Monitoring the environment for unauthorized changes or activities 
C - Promoting the identification and control of access. 

D - Run the service level agreement to rebuild the Vulnerability. 

E - Scanning and recording behavior and configuration audit. 
In public cloud, we will be able to share computing resources with other companies. Simply put, when the 

data in cloud share, the data may be placed at risk of seizures. The only way to protect against the risk of 

seizures is encryption of user data. Given that the major security challenges in the context of sharing data, 

both from users and cloud service providers are hence, a reliable system to ensure data sharing through 
untrusted cloud providers is essential. Moreover, cloud service providers need to commit the policies on 

preventing unauthorized access to user data control and data owners. One of the requirements and tools of 

secure data sharing, including the data on the cloud, is encryption to protect the confidentiality and 
integrity of data. This condition can be increased or encrypted using homomorphic encryption. 

Homomorphic encryption, is an encryption scheme, in which is encrypted and will be produced by 

algebraic structures over the data, applications data. This way, allows multiple users which will produce 
the encrypted data without the original data (unencrypted) that others have information on which they 

work. Encryption enhancements final encrypted data processing based on the original encrypted text and 

change the raw data provided. Runge et al offers an additive encryption scheme based on elliptic curve 

cryptography that the proposal is different from Bellary and colleagues. The idea is to encrypt the data 
before storing in the cloud. Sharing of encrypted data is done without decrypting the original data, will be 

re-encrypted. Then re-encrypt the data that have been the encryption is only available to authorized users 

will be connected by means of authentications. 
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Consolidation 

One of the concerns of cloud computing risk of loss or theft of data (Data Stealing) is unauthorized access 

to information in which business is done. During this type of attack in cluster, grid and cloud occurs, 
attacker to steal confidential information or destroy the data on the user action this disturbed the integrity 

of data security in the cloud. The solution proposed by the National Institute of Standards and Technology 

NIST to this threat is: 

A - Implementation of the strong access control. 

B- The protection of the integrity of encrypted sent and received data. 
C – Protection of data in both the design and runtime. 

D - Implementation keys are production, storage and management. 

E - Set the default provider for backup of user data. 
Hijack the Account, Service and Traffic 

Abduction accounts, is the services and traffic threats that users should be aware of it. The solution 

proposed by the National Institute of Standards and Technology NIST to this threat is: 

A - Non-account sharing between users. 
B - Strong authentication techniques. 

C - Proactive monitoring to detect unauthorized activity. 

D - Understanding the cloud provider and service level agreements. 
Unknown Risks 

Security is an issue that should be considered always with high priority. Updating security approach 

codes, vulnerable profiles, are the issues that you should always keep in mind. The solution proposed by 
the National Institute of Standards and Technology NIST to this threat is: 

A -  Disclosure details of infrastructure such as firewall. 
B - Monitoring and warning based on information 

Recently the research department of the Microsoft introduced a theoretical architecture in order to 

increase the search ability in the encrypted cloud information, integrates several encryption technologies 
together.  

The problem of the handling of the encrypted data without decrypting of it involved researchers for the 

decades, and finally Craig Gentry at the beginning of the 2006 could  finds a solution to it. In this 

approach can be execute any kind of calculation on the any encrypted data (ideal theory) using the 
mathematical conceptions that has been implemented within the cloud. After this procedure, the results of 

calculations are encrypted by the cloud, and users must decipher them out of the cloud. The drawback of 

this method is that requires a lot of computing powers, which is currently is beyond of the capabilities of 
the current clouds.  

Entire process, does not show the unencrypted data in any stage to the cloud service providers. Even 

without the permission of the owner of the data, prevents the sharing of data, during the sharing, data is 
always shown in the encrypted format, although at different stages, may be encryption is performed with 

different keys, there is no separate stages, that performs decoding of this data before user permissions. 

This is ensures that overall stages of sharing and storage, users data will remain confidential. 

Monitoring System and Event Log System 
When the critical business application migrates to the cloud, the customers may request that providers 

provide more oversight monitoring and event log associated with the customer record. Events include 

information infrastructure is critical when monitoring results and used by providers, common areas such 
data to customers or to review the third party may be applicable. This is need to a great negotiation 

between customers and cloud providers, until with the appropriate monitoring and information recording 

as a part of service agreements between arise. 

The Solution: Bronzmed and colleagues expressed that how a cloud service level agreement aspects on 
covering security and development of it, so that provide the possibility of cloud services construction 

from multiple providers with a certain level of security. Security agreement, commonly follow a process 

that will generally be followed by provider and since a user wants to use the cloud, he must be confirm 
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the relevant agreement. In all areas of cloud services, this agreement shall be develop in several levels, 

approved, confirmed and implemented.  

The specific mechanism depends on the application. Bronzmed and colleagues offers the examples of 
how to using of the customer relationship management systems and other applications in the cloud. 

Web Services Threats  

Web services are the new technology that has been used in service-oriented architecture (SOA). A Web 
service is a simple means of a web component. Cloud service exchange system between the user's web 

browser and web services are so that user that requests to a web service that can be transmitted through 

your browser. The security system should be enough to optimize web services security is resistant against 

enemy attacks. SOAP messages to security attacks can be attacked.  SOAP (Simple Object Access 
Protocol) is Xml-based text messages to exchange data between the web servers and the users and 

encoded using various protocols such as HTTP, SMTP and MIME.  Simple Object Access Protocol, or 

SOAP, allows the user to contact the web server to send the requests and receive responses from the web 
server that receives a license.  

After receiving permission from the user it is to be able to continue to communicate with a SOAP web 

service message that is received. Attack to keep the ID package and changes in the body that can change 
the package contents are transferred back and create a dummy body for the message to do actions. The 

attacker according to his attack, regarding to the SOAP message, saves the header of the message and 

changes the body of the message and replace his dummy bodies in it. 

The Solution: As expressed in wrap attack, the attacker by manipulating the body of SOAP package or by 
using of valid IP attacks to the cloud. However, if the header of above packet is marked the attacker could 

not attack the server by using of valid IP. This is performed by using of RSA definition from provider to 

the user. The most common and most popular asymmetric algorithm known as RSA. It can be use an 
asymmetric system to indicate that the sender is the same person who claims. The signature, performed 

using of the private key to encrypt the original texts, decryption is doing the same operation over the 

encrypted text, but using the public key.  

To confirm the signature, we check that whether or not the result is the same with the initial information. 
In the simply expression, if a text published from the person to the others, the text includes the main text 

and that text but in the form of encryption whit the private key of that person. However, if the encrypted 

text by using the public key of the person that you know will be decoded, comparing of achieved text with 
the original text confirms the validity of that person, thus, the signature of a person to be authenticated. 

People who do not know about this person's private key are not able to create the encrypted text, so that 

the public key is decrypted by the individual to become an original text. Thus, the sender could not deny 
sending the text, for anyone but he could not sign the text into the desired shape. In this case, each user 

has their own unique RSA, and has to communicate with the server. 

The Flood Attack (Flooding Attack)  

One of the actions that an attacker does to access the server is denial of permitted users from the 
requested service. Flooding attacks not only in the cloud environment but also in the cluster and grid 

computing occurs. In the cloud systems the servers that are connected through internal communications 

performs an especial task and when the requests of a server to be increased and the server were loaded, 
takes a part of its jobs to the other server that has same task as it and in this case neighbor loading is 

performed. When the attacker sent the dummy request data through the server, in the server side the 

requests were inspired and determined that this request was invalid. During this process the controlling of 
this is requests the needs the consumption of the processor and large amount of memory and this caused 

to increases the load of the server have to load the neighbor server. As a result, an attacker interferes with 

normal server processes have been able to carry out his attack. 

The Solution: The proposed solution for defending flood attacks is to create a fleet of servers where each 
fleets is intended to perform a specific job and connected with names server are and associated with each 

other. For example, the number of servers to perform memory management and some of the used to file 

management considered. Since in this new design, as increased the load of a server another server 



Indian Journal of Fundamental and Applied Life Sciences ISSN: 2231– 6345 (Online) 

An Open Access, Online International Journal Available at www.cibtech.org/sp.ed/jls/2015/03/jls.htm 

2015 Vol. 5 (S3), pp. 75-84/Parsa 

Research Article 

© Copyright 2014 | Centre for Info Bio Technology (CIBTech)  83 

 

recycled a new server, new loading transferred to it and then the located in the name server to be 

upgraded. 

The Network Security 
In addition to those mentioned to the cloud computing security, some of the issues that affects on 

platform and infrastructure of cloud computing are also briefly described here. The network security 

measures that are to protect data during transmission between terminal users and computers are required, 
and are as follows: 

Denial of Service Attack (DDOS) 

This type of attacks is a major attack on the servers and networks. The attack with heavy traffic hampers 

access to the internet services. At worst invaders by creating botnets to attack attempts. 
Average Attack 

This attack is a form of active eavesdropping where the relationship between the victim and the attacker 

can be eavesdrop messages between them. The victims think that have a safe relationship between them. 
IP Spoofing 

Creating packages TCP / IP is IP spoofing by others. 

Port Scan 
If traffic leads from any source to a specific port, that port can be vulnerable to the scan. Since the port is 

a place that leads the information from in or out of the computer, port scan software can be scan the open 

doors to a computer. Because of the server ports that are open doors to the users, there is no way to 

prevent a port scan on the internet. 

Spoofing the Packet 

Packet spoofing is spoofing of every conversation packets. When a software see the package that is 

compatible with its criteria, will registered data into a log file. The most common criteria for a packet are 
"Username" and "Password". 

Separation of Samples 

Several running instances that run on the physical machines are separated. Virtualization in the cloud 

needs of virtual machines that all of them are located on a physical machine. Although the data center 
security traditionally, still existed on the cloud environment, physical and hardware security-based 

separation flow could not protect against attacks between virtual machines on the same server. This 

increasing of the risk needs to monitor and control access limits. 

Host Operating System 

Business managers have need to access to multi-factor authentication of programs to gain access to their 

targets. Administrative systems are hosts that specifically designed that have management role, 
construction, hardware configuration and are responsible for protecting the cloud. 

Guest Operating System 

Virtual samples can be fully controlled by the customer. Clients on their user accounts, have access to 

services and applications. The following should be considered in the guest operating system  
A - Customer must disable host-based access passwords, and use some other form of multi-factor 

authentication to gain access to their own use.  

B- Customers should have a resonance point of login based mechanism of each user. 

Conclusion and Future Work 

In this paper, a brief analysis of cloud computing security risks that could affect and the ways of the 

protecting against them namely the file allocation table and a Hypervisor, were described.  
Existing of the good infrastructures, use of expert work forces and skilled experts in the relevant field 

near the appropriate budget allocation can be incentives drive could facilitate the implementation of cloud 

computing process in the different organization. 

Multitenancy service-based architectures, is the possibility of infrastructure providing, platform and/or 
software as a service to customers in terms of demand. Customer service-based rent what fees are used to 

pay this is the vision of cloud computing cost is attractive to organizations. However, it is impossible to 

create a pure safety system, if you want a completely secure system, you must select a computer, remove 
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it from all external sources, do not connect it to the network, keep out of the window and place it in a safe 

place.  Multi rented represents a challenge to protect user data against unauthorized access by other users 

of the processes running on the same physical server. However, with the widespread use of the cloud, and 
by the fact that most users of the data stored in the cloud this needs to be examined more seriously. In 

addition to the security challenges described in this paper, other security challenges such as access 

control, internal threats, external threats, interruption in service, multi-tenant (multitenancy), portability 
and loss of data are available (the majority of which were described in the previous section ) which can 

have a negative impacts on the benefits of cloud computing. 
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